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Overview

• Threats and Schemes

• Losses Continue to Increase

• The Scam

• Response

• Liability

• Prevention and Best Practices
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Threats and Schemes

• Business email 

compromise

• Wire fraud

• Insiders 

(embezzlement and 

other fraud)

• Threats are 

constantly emerging
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Losses are on the Rise

• According to the FBI (July 2018):

– BEC grew 136% between December 2016 and 

May 2018

– $12.5B in global losses reported from October 

2013 to May 2018 

• Real estate sector is a target

– From 2015 to 2017, 1100% increase in BEC and 

almost 2200% rise in reported monetary loss



kaufCAN.com

Real Estate Victims

Source:  FBI July 2018
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Real Estate Loss

Source:  FBI July 2018
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What is Changing?

• Increased connectivity

• Improved schemes

• More personal greetings / emails

• Play on a sense of urgency

• Employee
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How Does it Start?

• Techniques

– Social engineering

– Malware

– Hacking

• Email credentials are most often 

compromised

• Human error
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The Scam

• The fraudster engages via email

• The fraudster requests that wiring instructions 

be changed

• The wiring party acts on that request

• Funds are sent to and deposited in the 

fraudster’s account

• The fraudster quickly transfers the funds to 

another account (often outside of the U.S.)
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Response
• Quick, but accurate and thorough

• Immediately notify the FBI, financial 

institutions and legal counsel

• Review insurance policies and contact your 

insurer

• Investigation – internal and external, 

independent forensics investigator, not 

necessarily your outsourced IT company

• Disclosure to the impacted parties
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The Response Takes Time!

• Do not rush

• Be thorough

• Be cautions

• Be right the first time

• But, be timely – you may have notification 

deadlines
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Investigate and Identify

• Legal counsel should engage forensics

• Preserve the evidence

– Do NOT shut down your system or computer

• Systems Analysis

– What happened?

– Where is the intruder?  Still in your system?

– What information was compromised?

– Who could be impacted?

• Was it a paper breach?
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Who Bears the Liability?

• Depends on whose system / email was 

compromised

• Depends on what safeguards were in place

• You are on notice and have a duty to take 

action to prevent BEC losses!

– Failure to implement basic security measures is 

actionable

– Failure to train is actionable
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Bile v. RREMC, LLC, No. 3:15cv051, 2016 U.S. 

Dist. Lexis 113874 (E.D. Va. Aug 24, 2016)

• Applying a combination of common law contract 

principles and principles from Article 3:

– Found that RREMC made payment under the settlement 

agreement even though payment was made to a fraudulent 

account

– Found that a person obligated to deliver payment, but does 

not do so as a result of his own error remains liable

• Stated a rule that “where an attorney has actual 

knowledge that a malicious third party is targeting 

one of his cases with fraudulent intent, the attorney 

must either alert opposing counsel or must bear the 

losses to which his failure substantially contributed”
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Beau Townsend Ford Lincoln, Inc. v Don Hines 

Ford, Inc., 2018 U.S. App. Lexis 33225 (6th Cir. 

Nov. 27 2018)

• Analyzing the agreement under contract, UCC and 

agency law:

– Found that the “party in the best position to prevent the 

fraud” bears the risk of loss

– Found the degree to which each party is responsible for the 

loss is a factual dispute, which cannot be resolved by 

summary judgment
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Shapiro v. Wells Fargo Bank, N.A., No. 18-cv-

60350-UU, 2018 U.S. Dist. Lexis 58341 (S.D. Fla. 

April 4, 2018)

• Finding:
– Allegation of a violation of UCC Article 4A (Wells Fargo knew the name 

and account number referred to different people and the person it 

notified was not the intended recipient) was sufficient to state a claim

– Common law negligence claims are preempted when the duty claimed 

to be breached is the same duty established by statute

• Note the court looked at other case law and statutes

– Bank entitled to rely on number even when the number name do not 

match; knowledge means actual knowledge (California)

– Although a bank can determine whether the account name and 

account number refer to the same person, the misdescription 

provisions were designed with automated wire transfer services in 

mind; knowledge means actual knowledge, not constructive knowledge 

(New Mexico)
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O’Neill v. Bank of Am. Corp., No. 18-2109, 2018 

U.S. Dist. Lexis 193392 (E.D. Pa. Nov. 13, 2018)

• Finding:

– Plaintiffs had no legal right to stop payment under the terms 

of the Deposit Agreement

– BofA did not breach the Deposit Agreement since it 

permitted BofA to pay an item an overdraft an account 

without notice to the customer

– BofA did not breach the Telephone Wire Transfer Agreement 

that stated it did not have an obligation to cancel or amend a 

telephone wire transfer request after receipt

– Although UCC Article 4A permitted cancellation, allowing 

cancellation by the sender after receipt “merely due to a 

mistake by the sender that could neither be known nor 

anticipated by the bank” was not a proper allocation of risk



kaufCAN.com

Choice Escrow Land and Title LLC v. 

BancorpSouth Bank,754 F.3d 611 (8th Cir. 2014)

• Finding:

– All of the BancorpSouth’s security measures were 

commercially reasonable

– BancorpSouth was not required to perform a transactional 

analysis

– BancorpSouth complied with applicable guidance by offering 

dual control in response to evolving cyber threats

– Choice cannot shift the risk back to BancorpSouth since it 

explicitly assumed the risk of a lesser procedure
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Premises for Prevention

• Remember that much of the information 

about a real estate transaction is publicly 

available

• Be mindful of requests for exclusive email 

communication

• Be mindful of phone conversations
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Policies and Protocols

• Confirm wiring instructions by calling your 

client at the number listed in your records (not 

necessarily a recent email)

• Establish a secondary means of 

communication to verify instructions

• Establish procedures when processing 

changes in payment



kaufCAN.com

Commercially Reasonable 

Security Procedures
• For a broker, agent, title company:

– Email account that requires additional 

authentication

– Digital signatures (use encryption to secure 

documents and authenticate the sender)

– Encryption to communicate with clients

– Frequency of password changes

• Liability can depend on whether a party 

employed commercially reasonable security 

procedures
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Have a Response Plan
• Know who to contact

– Within your organization

– FBI

– Legal counsel

• Know reporting deadlines

– Your financial institution

– Your insurer

• Establish a communication protocol and 

notification procedures

• Test the plan
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Train Your Staff

• Train

• Train

• Train

• Retrain
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Questions
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Nicole J. Harrell, CIPP/US

Nicole is a member in the firm’s Norfolk office and Chair of the 

Data Privacy and Security Practice Group. Nicole regularly 

assists clients with cyber preparedness and breach response. 

Her data privacy and security practice includes preparation of 

incident response plans and counseling clients on preparing for 

a cyber incident. Nicole helps clients understand their risks and 

plan accordingly. Once a cyber incident occurs, Nicole 

coordinates forensic analysis, media announcements, 

response plans and notifications. In addition, she works with 

clients on cyber insurance coverage and claims. Nicole 

regularly reviews and negotiates third-party vendor contracts 

for data security and privacy concerns. 


